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PAYPOD . C O N F I D E N T I A L  I N V E S TO R  B R I E F I N G

D I S R U P T I V E  F I N T E C H  I N F R A S T R U C T U R E

The Zero-Hardware
NFC Payment Infrastructure for
Nigeria
A systematic plan to eradicate physical POS machines (PAX, Nexgo, Telpo) across

Nigeria using an asymmetric software-first contactless model: SoftPOS, P2P Host

Card Emulation, and ₦200 ($0.15) Cryptographic Smart Counter Tags.

₦1.2 Trillion
MONTHLY POS VALUE POOL

2.1 Million
HARDWARE TERMINALS

TARGETED

99.7%
TERMINAL CAPEX REDUCTION

Prepared for: Strategic & Venture Investors Document ID: PP-INV-2026-V1 • Strictly Confidential
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Executive Summary: The Asymmetric Attack on POS Boxes S T R AT E G I C  OV E R V I E W

The Core Thesis: Nigerian fintech incumbents (Moniepoint, OPay, PalmPay) deployed over 2,000,000 POS hardware

terminals by spending tens of millions of dollars on equipment subsidies. Paypod replaces this ₦85,000 physical

hardware burden with a free smartphone app and a ₦200 weatherproof cryptographic sticker, delivering instant

audio finality and 50% cheaper transaction fees.

1. The Incumbent Trap: Why Hardware POS is Unsustainable

Massive Capex Drag

Incumbents lock up ₦85,000–

₦120,000 in capital per merchant.

Hardware depreciation, damaged

screens, and dead batteries cause high

churn and capital erosion.

The Paper Roll Tax

Thermal paper rolls cost merchants

₦300–₦500 daily. Paper jams and ran-

out-of-paper disputes cause lost

transactions and severe merchant

friction.

Single-Function Bottleneck

Traditional POS boxes are dumb

terminals that do not integrate into

accounting, stock management, or

omnichannel customer loyalty systems.

2. The Paypod Solution: Tri-Modal Contactless Ingress

┌────────────────────────────────────────────────────────────────────────┐
│                        PAYPOD TRI-MODAL ENGINE                         │
└───────────────────────────────────┬────────────────────────────────────┘
                                    │
       ┌────────────────────────────┼────────────────────────────┐
       ▼                            ▼                            ▼
[Mode 1: Enterprise SoftPOS]   [Mode 2: P2P HCE Tap]      [Mode 3: Dynamic Smart Tag]

Merchants with NFC Phones      Customer Phone -> Merch Ph  80% Merchants (No NFC)

Reads Contactless Cards & Wallets  Instant <180ms P2P NFC   ₦200 Weatherproof NTAG 424 DNA

3. Comparative Unit Economics: Paypod vs Incumbent POS

METRIC
INCUMBENT POS (MONIEPOINT /

OPAY)

PAYPOD CONTACTLESS

INFRASTRUCTURE
PAYPOD ADVANTAGE

Terminal Hardware Cost ₦85,000 - ₦120,000 per unit ₦0 (Merchant's Smartphone) 100% Capex Elimination

Merchant Onboarding

Deposit

₦20,000 - ₦35,000 caution

deposit
₦0 (Free App Download) Zero Barrier to Entry

Counter Hardware / Tag Heavy POS cradle / charger ₦200 ($0.15) NTAG 424 Sticker 99.7% Cheaper Rollout

Transaction Finality Proof
Thermal paper printout

(₦400/day)
Edge Audio Voicebox (Multilingual) Zero Consumable Cost

Merchant Discount Rate

(MDR)

0.50% - 0.70% (capped at

₦1,000)

0.35% (Sub-second NIP

settlement)

30-50% Cheaper for

Merchant

Payback Period for

Operator

9 to 14 months to recoup

hardware
Immediate (Profitable from Day 1) Infinite Capital Velocity



3

The 10-Agent Red-Team Audit: Overcoming Every Blocker D E F E N S I B I L I T Y  &  R I S K  A N A LYS I S

To ensure flawless execution, we deployed 10 specialized domain agents to critically attack the contactless model. Below are the 10

structural blockers in Nigeria and Paypod's engineered counter-measures.

1. Silicon & Device Deficit AGENT 01

The Blocker: 82% of smartphones in Nigeria (Tecno, Infinix, itel)

lack NFC chips.

Paypod Counter-Measure: Deploy NTAG 424 DNA Smart Tags

(\$0.15). Non-NFC merchant phones receive push payments

triggered when customers tap the counter tag.

2. Telecom & SIM Resilience AGENT 02

The Blocker: POS devices use multi-IMSI roaming SIMs;

consumer phones drop carrier signal.

Paypod Counter-Measure: Offline CDA Micro-Ledger

authorizes cryptographically signed tokens up to ₦5,000 locally,

syncing to NIBSS once signal restores.

3. PCI MPoC & Hardware Attestation AGENT 03

The Blocker: Low-end phones run uncertified ROMs that fail

Google Play Integrity.

Paypod Counter-Measure: Partner with pre-certified PCI MPoC
SDK vendors (Phos/MineSec) and isolate high-value PIN

transactions to compliant TEE devices.

4. Agency Banking "Human ATM" AGENT 04

The Blocker: 85% of POS traffic is cash withdrawal, which an app

cannot physically dispense.

Paypod Counter-Measure: P2P Cash-Swap Mode: Customer
taps card/phone on agent phone; agent wallet is credited

instantly + fee; agent hands paper cash from till.

5. Street Economics & Robbery AGENT 05

The Blocker: Merchants won't expose personal ₦300k phones

to theft on open kiosks.

Paypod Counter-Measure: Phone stays concealed in pocket or

drawer; customer only interacts with the weatherproof ₦200

passive tag affixed to the wood counter.

6. Verve Card Penetration AGENT 06

The Blocker: Millions of domestic Verve cards are contact-only

(insert chip only).

Paypod Counter-Measure: Tri-modal fallback: customer with

non-NFC card uses the Paypod instant dynamic QR/USSD

bridge generated on the tag URL.

7. Thermal Paper Trust Barrier AGENT 07

The Blocker: Merchants reject apps due to fake screenshot

scams; paper receipts are king.

Paypod Counter-Measure: Voicebox Engine: Loud dual-

frequency voice alert screams *"Paypod! ₦5,000 received!"* in

Pidgin, Yoruba, Hausa, or Igbo.

8. Battery Life & Market Heat AGENT 08

The Blocker: Polling NFC in 38°C outdoor heat drains

smartphone battery in 4 hours.

Paypod Counter-Measure: Passive tag mode consumes zero

phone battery. SoftPOS reader mode uses low-power interrupt-

driven RF wake-up hooks.

9. CBN Contactless Caps (₦15k) AGENT 09

The Blocker: CBN limits contactless without PIN to ₦15k per

transaction and ₦50k daily.

Paypod Counter-Measure: Seamless PIN-on-Glass scramble
pad for transactions over ₦15,000; automatic step-up 2FA to

Bank App Push.

10. Relay Attacks & NFC Skimming AGENT 10

The Blocker: Rogue RFID scanners in crowded markets

(Oshodi/CMS) triggering skimming.

Paypod Counter-Measure: Dynamic SUN cryptographic
validation + velocity risk scoring + GPS geo-fencing on merchant

acquiring nodes.
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Technical Architecture & Market Disruption Playbook SYS T E M  D E S I G N  &  G T M

1. Full-Stack Technical Architecture

┌────────────────────────────────────────────────────────────────────────┐
│                        PAYPOD PLATFORM TOPOLOGY                        │
├────────────────────────────────────────────────────────────────────────┤
│ CLIENT LAYER                                                           │
│ Flutter 3.x + Native C++ NDK • PCI MPoC Attested • RASP Protected     │
│ ├── SoftPOS Kernel (Visa payWave / Mastercard PayPass / Verve Contact) │
│ ├── Audio Voicebox Synthesizer (2.5kHz - 4kHz High Gain Stream)        │
│ └── NTAG 424 DNA Provisioner & SUN AES-128 Tag Decryptor Engine        │
├────────────────────────────────────────────────────────────────────────┤
│ CLOUD SWITCH & SETTLEMENT LAYER (Golang Microservices / Rust Core)     │
│ ├── ISO 8583 Message Gateway (Financial Transaction Routing)           │
│ ├── NIBSS Instant Payment (NIP) Account-to-Account Rail Bridge        │
│ ├── HSM Farm: Thales payShield 10K (PIN Decryption & Key Management)   │
│ └── Dynamic Ledgers: PostgreSQL (Double-Entry ACID) + Redis Idempotency │
├────────────────────────────────────────────────────────────────────────┤
│ FINANCIAL PARTNERSHIP LAYER                                            │
│ ├── Sponsor Acquiring Bank: Providus Bank / Wema Bank ALAT             │
│ └── National Switching: NIBSS Contactless Switch (NCS) + Interswitch    │
└────────────────────────────────────────────────────────────────────────┘

2. The GTM Disruption Strategy: The "Free Sticker" Campaign

Phase 1: High-Frequency Micro-Merchant Blitz

Target fuel station pump attendants, BRT/Danfo bus conductors,

and campus food vendors. Offer zero hardware fees, 0.35% MDR,

and sub-second acoustic confirmation.

Phase 2: The Soundbox Viral Flywheel

Every loud payment voice announcement in crowded markets acts

as an organic commercial. Merchants nearby convert immediately

due to zero upfront cost.

3. 12-Week Implementation & Pilot Roadmap

WEEKS 1 - 4

Core Engine & SDK

Integrate PCI MPoC SDK, build Android NFC

reader module, and deploy AES-128 tag

decryption microservice.

WEEKS 5 - 8

Sponsor Bank & Rails

Connect ISO 8583 switch with

Providus/Wema Bank, link NIBSS NIP virtual

accounts, and finalize Voicebox audio

engine.

WEEKS 9 - 12

1,000 Merchant Pilot

Distribute 1,000 NTAG 424 counter stickers

in Yaba, Ikeja, and Lagos fuel stations.

Target >₦200M monthly GMV.

4. The Investment Ask & Use of Funds

Target Raise: $750,000 Pre-Seed

To finalize certified MPoC integration, manufacture 100,000

smart tags, secure sponsor bank collateral, and execute the

1,000-merchant Lagos pilot.

Capital Allocation Breakdown

• 40% Engineering, HSM & PCI Security Compliance

• 30% Sponsor Bank Settlement Collateral & Liquidity Float

• 20% Merchant Acquisition & Field Agent Distribution

• 10% Regulatory Licensing & Legal Structuring


